Tema : Buptyanhu

yacTHU mpexu (VPN)

(Virtual Private Networks)
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VPN-An encrypted connection between private
networks over a public network, such as the Internet.



Tunose VPN

m Site-to-Site (LAN-to-LAN)
Intranet VPN — cBbp3Ba otaenHu odoucu u
MPEXMN Ha KOMMNaHUATa

Extranet VPN — cBbp3Ba 4yactu oT MpeXxaTta
Ha KOMNaHusTa C BbHLUHW OpraHn3aumnm
m Remote Access — cBbp3Ba oTAaneyeHu

KOMMIOTPU (MoTpebntenmn) KkbM Mpexara
Ha KOMMNaHuATa



VPN no HuBa

m Layer 2
s GRE
= PPTP
n L2TP

m Layer 3
m [PSec
= MPLS



10.1.1.0

Registered
Address

10.1.10.0

10.2.1.0

"

Registered
Address




" S
TYHEnHM NPOTOKONU

Description Standard

GRE Generic Routing Encapsulation RFC1701 and 2784
IPSec Internet Protocol Security RFC2401

L2F Layer 2 Forwarding Cisco

L2TP Layer 2 Tunneling Protocol RFC 2661

MPLS Multiprotocol Label Switching RFC 2547

PPTP Point-To-Point Tunneling Protocol Microsoft
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GRE

m OnucaH B RFC 1701 (obwo) /1702 (3a IP)
m Generic — TYHenupa BCUYKO BbPXY BCUYKO
m Han-yecto ce nsnonsea 3a |IP

m MoXe ga n3nons3sa KoY 3a aBTEHTUKaUUS

m OrpaHn4yeHue — B MpexaTta Ha eaunH
noctaB4vumk (end-to-end)
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Point-to-point Tunneling
Protocol (PPTP)

m Pa3paboTteH ot Microsoft, 3Com u ap.
m I1anon3Ba GRE TyHen n PPP cecus.
m He ocurypgaea KpuntupaHe
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header header header (1Pw4 packet)

- PPP frame
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https://youtu.be/DsPsFdpZUIA - Kakso e VPN

https://www.youtube.com/watch?v=IPkARHDJBac — VPN TyHenunpaHe 1 VPN TyHenHN NpOTOKONM
https://youtu.be/-hoKtNauHjl?list=RDCMUCSIW3CAwWEX3yoyswZOMCFig — Site to site VPN
https://www.youtube.com/watch?v=CuxyZiSCSfc — IPSec site ti site VPN



https://youtu.be/DsPsFdpZUlA
https://www.youtube.com/watch?v=lPkARHDJBac
https://www.youtube.com/watch?v=CuxyZiSCSfc
https://www.youtube.com/watch?v=CuxyZiSCSfc
https://www.youtube.com/watch?v=CuxyZiSCSfc
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